
Contract Rider between Vestal Central School District 

And 

_________________________ 

a. _____________________(Vendor) acknowledges that the  Vestal Central School
District (Customer) is a public education governmental unit pursuant to the laws
of the State of New York.

b. This Rider is hereby incorporated into the Agreement between Vendor and
Customer.  Notwithstanding any other language in the Agreement, including any
referenced documents as well as otherwise incorporated documents, to the
contrary, the language of this Rider has been individually negotiated and
supersedes any other language that conflicts with the provisions of this Rider.

c. No part of this Agreement can be changed or modified as relates to Customer,
without Customer’s prior written notice and written agreement of the proposed
changes to the Agreement.

d. Vendor agrees to defend, indemnify, and hold harmless Customer and Customer’s
officers, employees, volunteers, Users, agents, and other representatives
(collectively Indemnitees) from any and all losses, costs, liabilities, damages, and
expenses (including but not limited to reasonable attorneys’ fees and reasonable
attorneys’ fees in seeking to enforce its rights pursuant to this Agreement) arising
out of intellectual property claims brought by third parties based upon any
intellectual property supplied to Indemnitees by Vendor or Vendor’s affiliates or
licensors pursuant to this Agreement.

e. No defense, indemnification, or hold harmless provision of the Agreement shall
applied against  Customer except to the extent Vendor also provides that identical
provision protecting Customer and Customer’s officers, employees, volunteers,
agents, authorized users and other representatives.

f. Vendor waives and releases Customer from any claim of reimbursement of legal
fees relating to its enforcement of the Agreement except to the extent the relevant
provision of the Agreement provides that the prevailing party is entitled to such
fees on the disputed matter following the decision and judgment of a Court of law
finally deciding the matter.

g. Customer general liability.  No limitations, exclusions, disclaimers or other
language seeking to reduce or eliminate Vendors legal or financial duties shall
apply to its duties under this subparagraph of the Rider.



h. No limitations shall apply to Vendor’s duty to defend, indemnify, or hold harmless
pursuant to subsection d above.   For all other liabilities, Vendor’s liability to
Customer shall be the greatest of the amount and kind provided for in the
agreement, or,

a. One year’s fees payable by Customer to Vendor pursuant
to Agreement, or

b. Vendor’s applicable insurance coverage.

i. The Parties agree that this Agreement shall be governed by the laws of the State
of New York, without regard to its conflict of laws principles.  The parties agree
that exclusive jurisdiction to resolve any conflicts relating to this Agreement shall
be in the State and Federal Courts with venue in Broome County New York.  The
Parties consent to personal jurisdiction in such Courts.  Arbitration is expressly
prohibited. There is no waiver of class action suits against Vendor.

j. No assignment shall be authorized against a Customer without its written
consent.

k. No Service of Process against Customer by electronic means is permitted.

l. Vendor acknowledges that Customer is subject to New York State Freedom of
Information Law. Confidential Information does not include any information
required to be produced pursuant to law, or a lawfully issued subpoena or other
judicially enforceable demand. Customer does not have to provide advance notice
to Vendor prior to complying with such lawful demands for information.

m. No limitation of time in the Agreement shall shorten Customers’ time period to
seek redress from the Vendor and where not satisfied, bring an action or special
proceeding against Vendor as otherwise provided by applicable law.

n. Vendor’s rate of interest on any unpaid amounts due from Customer shall be 3%
annual.

o. This Rider shall survive termination of the Agreement.

_____________________________ _________________________ 

Vestal Central School District Date 

______________________________ _____________________________ 

Vendor  Date 



Exhibit A 

DATA PRIVACY RIDER FOR ALL CONTRACTS INVOLVING PROTECTED DATA 
PURSUANT TO EDUCATION LAW §2-C AND §2-D 

District and Vendor agree as follows: 

1. Definitions:

(1) Protected Data means personally identifiable information of students from student education
records as defined by FERPA, as well as teacher and Principal data regarding annual professional
performance reviews made confidential under New York Education Law §3012-c and §3012-d;

(2) Personally Identifiable Information (PII) means the same as defined by the regulations
implementing FERPA (20 USC §1232-g);

2. Confidentiality of all Protected Data shall be maintained in accordance with State and Federal 
Law and the District’s Data Security and Privacy Policy;

3. The Parties agree that the District’s Parents’ Bill of Rights for Data Privacy and Security are 
incorporated as part of this agreement, and Vendor shall comply with its terms;

4. Vendor agrees to comply with Education Law §2-d and its implementing regulations;

5. Vendor agrees that any officers or employees of Vendor, and its assignees who have access to 
Protected Data, have received or will receive training on federal and State law governing 
confidentiality of such data prior to receiving access;

6. Vendor shall:

(1) limit internal access to education records to those individuals that are determined to have
legitimate educational interests;

(2) not use the education records for any other purposes than those explicitly authorized in its
contract. Unauthorized use specifically includes, but is not limited to, selling or disclosing
personally identifiable information for marketing or commercial purposes or permitting,
facilitating, or disclosing such information to a third party for marketing or commercial purposes;

(3) except for authorized representatives of the third party contractor to the extent they are
carrying out the contract, not disclose any personally identifiable information to any other party:

(i) without the prior written consent of the parent or eligible student; or

(ii) unless required by statute or court order and the party provides notice of the
disclosure to the department, Board of Education, or institution that provided the
information no later than the time the information is disclosed, unless providing
notice of the disclosure is expressly prohibited by the statute or court order;

https://www.vestal.stier.org/Downloads/5676%20-%20Data%20Security%20and%20Privacy.pdf


(4) maintain reasonable administrative, technical and physical safeguards to protect the security,
confidentiality and integrity of personally identifiable student information in its custody;

(5) use encryption technology to protect data while in motion or in its custody from unauthorized
disclosure using a technology or methodology specified by the Secretary of the United States
Department of Health and Human Services in guidance issued under Section 13402(H)(2) of
Public Law §111-5;

(6) adopt technology, safeguards and practices that align with NIST Cybersecurity Framework;

(7) impose all the terms of this rider in writing where the Vendor engages a subcontractor or other
party to perform any of its contractual obligations which provides access to Protected Data.

(8) If any terms of the foregoing agreement conflict with any terms of this exhibit, the terms of
this exhibit, New York Education Law §2-d and the regulations shall control.”



Exhibit B 
PARENTS’ BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY 

The District, in compliance with Education Law §2-d, provides the following: 

DEFINITIONS: 

As used in this policy, the following terms are defined: 

Student Data means personally identifiable information from the student records of a 
District student. 

Teacher or Principal Data means personally identifiable information from District records 
relating to the annual professional performance reviews of classroom teachers or Principals 
that is confidential and not subject to release under the provisions of Education Law §§3012-
c and 3012-d. 

Third-Party Contractor means any person or entity, other than a District, that receives 
student data or teacher or Principal data from the District pursuant to a contract or other 
written agreement for purposes of providing services to the District, including, but not limited 
to, data management or storage services, conducting studies for or on behalf of the District, 
or audit or evaluation of publicly funded programs. Such term shall include an educational 
partnership organization that receives student or teacher or Principal data from a school 
district to carry out its responsibilities pursuant to Education Law §211-e and is not a District, 
and a not-for-profit corporation or other nonprofit organization, other than a District. 

Parent means a parent, legal guardian, or person in parental relation to a student. These rights 
may not apply to parents of eligible students. 

Eligible Student means a student 18 years and older. 

1. Neither student data, nor teacher or Principal data will be sold or released for any
commercial purpose;

2. Parents have the right to inspect and review the complete contents of their child's
education records. Procedures for reviewing student records can be found in the Board
Policy entitled Student Records: Access and Challenge (#7240).

3. Security protocols regarding confidentiality of personally identifiable information are
currently in place and the safeguards necessary to protect the confidentiality of student
data are maintained at industry standards and best practices as defined below. The
safeguards include, but are not limited to, encryption, firewalls, and password
protection. As required by Education Law §2-d (5), the National Institute for Standards
and Technology Framework for Improving Critical Infrastructure Cybersecurity
Version 1.1 (NIST Cybersecurity Framework or NIST CSF) is adopted as the standard
for data security and privacy;



4. New York State maintains a complete list of all student data collected by the State and
the data is available for public review at
http://www.p12.nysed.gov/irs/sirs/NYSEDDataElements2018.xlsx, or by writing to the
Office of Information & Reporting Services, New York State Education Department,
Room 863 EBA, 89 Washington Avenue, Albany, New York 12234;

5. Parents have the right to have complaints about possible breaches of student data
addressed. Complaints should be directed to the District's Data Protection Officer at
607-757-2211.

Complaints may be also be submitted to NYSED online at 
www.nysed.gov/data-privacy-security, by mail to Chief Privacy Officer, New York 
State Education Department, 89 Washington Avenue, Albany, NY 12234; by email to 
privacy@nysed.gov; or by telephone at 518-474-0937. 

6. Parents have the right to be notified in accordance with applicable laws and regulations
if a breach or unauthorized release of their student's personally identifiable information
occurs.

7. Educational agency workers that handle personally identifiable information will
receive annual training on applicable state and federal laws, the educational agency's
policies, and safeguards associated with industry standards and best practices that
protect personally identifiable information.

8. The District will promptly acknowledge receipt of complaints, commence an
investigation, and take the necessary precautions to protect personally identifiable
information.

• Following its investigation of a submitted complaint, the District shall provide the
parent or eligible student with its findings within a reasonable period, but no more
than 60 calendar days from receipt of the complaint;

• Where the District requires additional time, or where the response may
compromise security or impede a law enforcement investigation, the District shall
provide the parent or eligible student with a written explanation that includes the
approximate date when the District anticipates that it will respond to the complaint;

• The District will require complaints to be submitted in writing;
• The District will maintain a record of all complaints of breaches or unauthorized

releases of student data and their disposition in accordance with applicable data
retention policies, including the Records Retention and Disposition Schedule
LGS-1.

http://www.p12.nysed.gov/irs/sirs/NYSEDDataElements2018.xlsx,
http://www.nysed.gov/data


9. This policy will be regularly updated with supplemental information for each
contract the District enters into with a third-party contractor where the third-party
contractor receives student data or teacher or Principal data. The supplemental
information must be developed by the District and include the following information:

• the exclusive purposes for which the student data or teacher or Principal data will
be used by the third-party contractor, as defined in the contract;

• how the third-party contractor will ensure that the subcontractors, or other
authorized persons or entities to whom the third-party contractor will disclose the
student data or teacher or Principal data, if any, will abide by all applicable data
protection and security requirements, including, but not limited to, those outlined
in applicable State and federal laws and regulations (e.g., FERPA; Education
Law §2-d);

• the duration of the contract, including the contract's expiration date and a
description of what will happen to the student data or teacher or Principal data
upon expiration of the contract or other written agreement (e.g., whether, when
and in what format it will be returned to the District, and whether, when and how
the data will be destroyed);

• if and how a parent, student, eligible student, teacher or Principal may challenge
the accuracy of the student data or teacher or Principal data that is collected;

• where the student data or teacher or Principal data will be stored, it will be
described in such a manner as to protect data security and the security protections
taken to ensure that such data will be protected and data security and privacy
risks mitigated; and how the data will be protected using encryption while in
motion and at rest will be addressed.

10. This policy shall be published on the District's website. This policy shall also be
included with every contract the District enters with a third-party contractor where
the third-party contractor receives student data or teacher or Principal data.



Vestal Central School District 
New York State Education Law 2-D: Supplemental Information 

*This section to be completed by the Vendor*

CONTRACTOR [Vendor Name] 

PRODUCT [Product Name] 

SUPPLEMENTAL 
INFORMATION ELEMENT SUPPLEMENTAL INFORMATION 

Please list the exclusive purposes for which the 
student data or teacher or Principal data will be 
used by the third-party contractor, as defined in the 
contract (or list the section(s) in the contract where 
this information can be found) 
Please list how the third-party contractor will ensure 
that the subcontractors, or other authorized persons 
or entities to whom the third-party contractor will 
disclose the student data or teacher or Principal data, 
if any, will abide by all applicable data protection and 
security requirements, including, but not limited to, 
those outlined in applicable State and federal laws 
and regulations (e.g., FERPA; Education Law §2-d) 
(or list the section(s) in the contract where this 
information can be found) 
Please list the duration of the contract, including the 
contract’s expiration date and a description of what 
will happen to the student data or teacher or Principal 
data upon expiration of the contract or other written 
agreement (e.g., whether, when and in what format it 
will be returned to the District, and whether, when 
and how the data will be destroyed) (or list the 
section(s) in the contract where this information can 
be found) 
Please list if and how a parent, student, eligible 
student, teacher or Principal may challenge the 
accuracy of the student data or teacher or Principal 
data that is collected (or list the section(s) in the 
contract where this information can be found) 
Please list where the student data or teacher or 
Principal data will be stored, it will be described in 
such a manner as to protect data security and the 
security protections taken to ensure that such data 
will be protected and data security and privacy risks 
mitigated; and how the data will be protected using 
encryption while in motion and at rest will be 
addressed (or list the section(s) in the contract where 
this information can be found) 

_______________________________________ ________________________ 
Signature                                                             Date 

_______________________________________ 
Name & Job Title 
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EXHIBIT “B” 

 
DeltaMath’s Data Privacy and Security Plan 

 

DeltaMath shall use the Data solely for the purpose of providing services as set forth in the parties’ 
Agreement. DeltaMath and its subcontractors shall use the Data only for educational purposes in order 
to provide the requested services. DeltaMath and its subcontractors will not use the Data for any other 
purposes. Any Data received by DeltaMath or any of its employees, subcontractors, or assignees shall 
not be sold or released for any commercial purposes, nor shall it be sold or used for marketing purposes. 
All employees, subcontractors, or assignees with access to PII will undergo training in federal privacy 
laws and proper handling of data before receiving access. 

In the event that DeltaMath subcontracts with an outside entity or individual in order to fulfill its 
obligations to the District, DeltaMath ensures that it will only share the Data with such subcontractors 
if those subcontractors are contractually bound to observe the same obligations to maintain data 
privacy and security as required by DeltaMath pursuant to the Agreement. DeltaMath will maintain 
reasonable administrative, technical, and physical safeguards to protect the security, confidentiality, 
and integrity of the Data in its custody.  

Upon written request by the District made before or within thirty (30) calendar days after termination 
of the Agreement, all Data will be disposed of in a mutually-agreeable format to the parties, and either 
will be: (a) delivered to the District; (b) de-identified; and/or, (c) deleted from the computer systems 
of DeltaMath. DeltaMath will provide written confirmation of such disposition to the District. 

In the event that a parent or eligible student wishes to challenge the accuracy of the data concerning a 
student that is maintained by the DeltaMath or its subcontractors, such challenge may be processed 
through the procedures provided by the applicable educational agency/institution for amendment of 
education records under the Family Educational Rights and Privacy Act (FERPA). In the event that 
DeltaMath is notified of the outcome of any such errors made by DeltaMath, it will promptly correct 
any inaccurate data that it or its subcontractors or assignees maintain. The District or the applicable 
New York State education agency/institution will use FERPA’s data correction procedures, as 
applicable, to update any data that is not a result of an error made by DeltaMath or its subcontractors. 

All data in DeltaMath’s possession will be securely stored in the United States. DeltaMath represents 
that security protections, including encryption where applicable, will be in place to ensure that the data 
is protected. DeltaMath uses SSL / TLS encryption for data in motion. All student PII is also encrypted 
at rest and at the application level so that it can only be decrypted by authorized accounts 
(administrators or the students’ teacher, or the student themselves). Only DeltaMath employees with a 
legitimate educational interest have access to student data.  

 

 

Taylor Hersom



Effective Date: March 1, 2022

Thank you for your interest in using the online services operated by

DeltaMath ("DeltaMath", "we" or "us"). These Terms of Service

("Terms" or "Agreement") govern your use of DeltaMath's online

services (the "Services"). Please continue reading to learn about the

terms by which you may use our Services.

These Terms apply to all schools, school districts, or teachers

(collectively referred to as "Schools") as well as students and parents,

who use the Services; (collectively along with "Schools" referred to as

“Users” or “you”).

By accessing or using the Services, creating an account, or by

otherwise af�rmatively stating your desire to use the Services, you

signify that you have read, understood, and agree to be bound by this
Agreement and to the collection and use of your information as set

forth in the DeltaMath Privacy Policy, otherwise you may not use the

Services. Because our Services change relatively often, the terms in

this Agreement and our Privacy Policy may change too. Upon making

changes, we will update the “Effective Date” found at the top of this

page. Your continued use of the Services after any changes

constitutes your acceptance of the new terms.

Teachers / Schools Students About FAQs Contact Login

Terms of Service

https://www.deltamath.com/privacy-policy
https://www.deltamath.com/privacy-policy
https://www.deltamath.com/teachers-schools
https://www.deltamath.com/students
https://www.deltamath.com/about
https://www.deltamath.com/faqs
https://www.deltamath.com/contact


DeltaMath's Service

DeltaMath is an online math practice and learning site. Students will

register with a teacher code and complete assignments made by their

teacher.

As long as you are complying with all of the terms and conditions of

this Agreement, DeltaMath gives you permission to access and use

the Service. The Service is available for your personal, noncommercial
use. We are constantly changing and improving our Services. We may

add or remove functionalities or features, and we may suspend or

stop a Service altogether, including, for example, if you do not comply

with this Agreement or if we are investigating suspected misconduct.

We may also stop providing Service to you, or add or create new

limits to our Service or restrict your access to all or part of the Service

at any time without notice or liability.

In particular, individual teacher licenses, paid or unpaid, are intended

for single-teacher use. We reserve the right to reach out to end-users

and/or revoke access in cases where it appears more than one teacher

is using an account without our prior consent.

The right to access and use the Service is revoked in jurisdictions

where it may be prohibited, if any.

Refund Policy

Refunds for site or individual teacher licenses are available within one

month (30 days) of purchase. Full or partial refunds are not available

after that time, and in no case will unused licenses roll over to the

next school year. Contact orders@deltamath.com to request a refund.

Personal Information and Student Data

The U.S. Children’s Online Privacy and Protection Act (“COPPA”)

requires that online service providers obtain veri�able parental
consent before collecting personal information from children under

13. If you are a School providing the Service to children under 13



(whether in the U.S. or elsewhere), you represent and warrant that

you have received consent from parents, or have the authority to

provide consent on behalf of parents, for us to collect information

from students before allowing children under 13 to access DeltaMath
Services. We recommend that all Schools provide appropriate

disclosures to students and parents regarding their use of service

providers such as DeltaMath.

When DeltaMath is used by a School for an educational purpose,

DeltaMath may collect or have access to Student Data that is

provided by the School or by the Student. “Student Data” is personal

information that is directly related to an identi�able Student and may
include “educational records” as de�ned by the Family Educational

Rights and Privacy Act (“FERPA”), 20 U.S.C. § 1232(g).

Con�dentiality. DeltaMath agrees to treat Student Data as

con�dential and not to share it with third parties other than as

described in these Terms, and in our Privacy Policy.

Student Data Access. You authorize DeltaMath to access or collect

Student Data for the purpose of providing the Service. In the U.S.,
DeltaMath shall collect and process Student Data as a School Of�cial

with a legitimate educational interest pursuant to FERPA 34 CFR Part

99.31(a)(1).

Personal Information and Student Data Consents and Authority.If

you are School User, you represent and warrant that you have

provided appropriate disclosures to your School and to parents

regarding your sharing such Personal Information with DeltaMath.
Both Parties agree to uphold their obligations under the Family

Educational Rights and Privacy Act (“FERPA”), the Protection of Pupil

Rights Amendment ("PPRA"), and the Children’s Online Privacy and

Protection Act (“COPPA”) and applicable State laws relating to

student data privacy. DeltaMath relies on each School to obtain and

provide appropriate consent and disclosures, if necessary, for

DeltaMath to collect any Student Data, including the collection of

Student Data directly from students under 13, as permitted under
COPPA. You agree to comply with these Terms and all laws and

https://www.deltamath.com/privacy-policy


regulations governing the protection of personal information,

including children’s information, and the sharing of student education

records.

Use of Student Data. By submitting or providing us access to Student
Data, you agree that DeltaMath may use the Student Data solely for

the purposes of (i) providing the Service, (ii) improving and developing

our Service, (iii) enforcing our rights under these Terms, and (iv) as

permitted with the School’s or the User’s consent. DeltaMath shall

not use Student Data to engage in targeted advertising.

Use of Anonymized Student Data. You agree that we may collect and

use data derived from Student Data for our own purposes, such as for
product development, research analytics, and marketing our Service,

provided that such data will be de-identi�ed and/or aggregated to

reasonably avoid identi�cation of a speci�c individual.

Use of Personal Information for Marketing. You agree that

DeltaMath may provide information about new DeltaMath features

and offerings to school or district administrative users and teachers

from time to time, provided that such advertisements shall not be
based on Student Data. For emphasis, and without limitation,

DeltaMath shall never use Student Data to engage in targeted

advertising, nor shall DeltaMath direct advertising to student users.

Third-Party Service Providers. You acknowledge and agree that

DeltaMath may provide access to Student Data to our employees and

service providers, which have a legitimate need to access such

information in order to provide their services to us. We and our
employees, af�liates, service providers, or agents involved in the

handling, transmittal, and processing of Student Data will be required

to maintain the con�dentiality of such data.

Student Data Retention and Deletion Requests.DeltaMath retains

Student Data, but for educational purposes only. Oftentimes students

will want to refer back to their DeltaMath student accounts for

college or other future courses. However, if a student does not utilize

their account for a period of two years, their account and personally
identi�able information will be deleted. Additionally, Schools may



request that we delete Student Data in our possession at any time by

providing such a request in writing. We shall respond to the deletion

request as soon as possible, but in most instances within 45 days,

other than for data stored on backup tapes which shall be deleted in
the ordinary course of business. A Parent seeking to modify, correct,

or delete personal information in a Student Account that is connected

to an active School account will be instructed to contact the School to

discuss data deletion or modi�cation. We are not required to delete

data that has been derived from Student Data so long as it has been

anonymized such that it does not reasonably identify an individual.

Use License

The Service and the DeltaMath Technology are intended solely for

the personal, non-commercial use of our users and may only be used

in accordance with this Agreement. “DeltaMath Technology” means
all past, present and future content of the Service, including, all the

software, hardware and technology used to provide the Service

(including DeltaMath proprietary code and third-party software),

user interfaces, materials displayed or performed on the Service, such

as text, graphics, articles, graphs, photographs, images, illustrations

and the design, structure, sequence and “look and feel” of the

Services, and all other intellectual property. DeltaMath Technology is

protected by copyright and other intellectual property laws. You are
not allowed to use, store, copy, reproduce, modify, translate, publish,

broadcast, transmit, distribute, perform, upload, create derivative

works from, display, license, sell or otherwise exploit the DeltaMath

Technology for any purposes other than as expressly permitted under

this Agreement. You will not decompile, reverse engineer, or

otherwise attempt to obtain the source code of any DeltaMath

Technology.

Using our Service does not give you ownership of any intellectual

property rights in our Service or the DeltaMath Technology. You may

not use content from our Services, unless you obtain permission from

its owner or are otherwise permitted by law. Don’t remove, obscure,



or alter any copyright or other legal notices displayed in or along with

our Services.

By using the Services, you agree not to do any of these things: (i) copy,

distribute, or disclose any part of the Services in any medium,
including but not limited to by any automated or non-automated

“scraping”; (ii) use any automated system, including but not limited to

“robots,” “spiders,” “of�ine readers,” etc., to access the Services in a

manner that sends more request messages to the DeltaMath servers

than a human can reasonably produce in the same period of time by

using a conventional online web browser; (iii) transmit spam, chain

letters, or other unsolicited email; (iv) attempt to interfere with,
compromise the system integrity or security or decipher any

transmissions to or from the servers running the Services; (v) take any

action that imposes, or may impose an unreasonable or

disproportionately large load on our infrastructure; (vi) transmit any

malicious software agents through the Services; (vii) collect or

harvest any third-party personally identi�able information, including

account names or Student Data (as de�ned above), from the Services;
(viii) use the Services for any commercial solicitation purposes; (ix)

impersonate another person or otherwise misrepresenting your

af�liation with a person or entity, conducting fraud, hiding or

attempting to hide your identity; (x) interfere with the proper

working of the Services; (xi) access any content on the Services

through any technology or means other than those provided or

authorized by the Services; or (xii) bypass the measures we use to
prevent or restrict access to the Services, including but not limited to

features that prevent or restrict use or copying of any content or

enforce limitations on use of the Services or related content.

Privacy

Your privacy is extremely important to us, and we take great care to

limit what we collect and how we use it, and to enable you to

understand our policies. Please read our Privacy Policywhich explains

how we treat your personal information and protect your privacy

https://www.deltamath.com/privacy-policy


when you use our Service. By using our Service, you agree that

DeltaMath can use such data in accordance with our Privacy Policy.

Passwords and Security

You are responsible for maintaining the con�dentiality of your

DeltaMath password, and you are solely responsible for all activities

that occur under your password. You agree to immediately notify

DeltaMath of any unauthorized use of your password or any other
breach of security related to the DeltaMath Services. DeltaMath may

require you to alter your password if we believe that your password is

no longer secure.

Links

DeltaMath has not reviewed all of the sites linked to its website and is

not responsible for the contents of any such linked site. The inclusion

of any link does not imply endorsement by DeltaMath of the site. Use

of any such linked website is at the user's own risk.

Modi�cations

DeltaMath may revise these terms of service for its website at any

time without notice. By using this website you are agreeing to be

bound by the then current version of these terms of service.

Disclaimer and Limitations of Liability

a. You agree that use of the DeltaMath services is at your sole risk.

The DeltaMath services are provided on an “as is” and “as available”

basis. DeltaMath expressly disclaims all warranties of any kind,

whether express or implied, with respect to the DeltaMath services,
including, but not limited to, the implied warranties of

merchantability, �tness for a particular use or purpose, and non-

infringement. You acknowledge that access to data and materials

available through the DeltaMath services is not guaranteed and that

https://www.deltamath.com/privacy-policy


DeltaMath will not be responsible to you for any loss of data or

materials caused by the DeltaMath services or their unavailability.

You understand and agree that any data, materials, services and/or

information downloaded or otherwise obtained through the use of
the DeltaMath services is done at your own discretion and risk and

that you will be solely responsible for any damage arising therefrom.

b. Under no circumstances will DeltaMath or its of�cers, employees,

directors, shareholders, agents, or licensors be liable under any

theory of liability (whether in contract, tort, statutory, or otherwise)

for any damages whatsoever, including direct, indirect, incidental,

special, consequential or exemplary damages, including but not
limited to, damages for loss of money, revenues, pro�ts, goodwill, use,

data or other intangible losses (even if such parties were advised of,

knew of or should have known of the possibility of such damages),

resulting from your (or anyone using your account's) use of the

DeltaMath services.

c. If, notwithstanding these Terms, DeltaMath is found to be liable to

you or any third party in connection with your use of the DeltaMath
services, the total liability of DeltaMath and its of�cers, employees,

directors, shareholders, agents, or licensors to you or to any third

party is limited to one hundred U.S. Dollars ($100).

d. Exclusions And Limitations. Some jurisdictions do not allow the

exclusion of certain warranties or the limitation or exclusion of

liability for certain damages. Accordingly, some of the above

limitations and disclaimers may not apply to you. To the extent that
DeltaMath may not, as a matter of applicable law, disclaim any

implied warranty or limit its liabilities, the scope and duration of such

warranty and the extent of DeltaMath's liability will be the minimum

permitted under such applicable law.

Indemni�cation

You agree to indemnify, defend, and hold harmless DeltaMath and its

of�cers, directors, employees, consultants and agents from and

against any and all claims, liabilities, damages, losses, costs, expenses,



fees (including reasonable attorneys' fees) that such parties may incur

as a result of or arising from your (or anyone using your account's)

violation of these Terms. DeltaMath reserves the right, at its own

expense, to assume the exclusive defense and control of any matter
otherwise subject to indemni�cation by you, and in such case, you

agree to cooperate with DeltaMath's defense of such claim.

Termination

This Agreement shall remain in full force and effect while you use the

Service. DeltaMath may suspend or terminate your access to the

Service or your account at any time, for any reason (without cause or

for your violation of any term of this Agreement), and without

warning or notice, which may result in the loss of information

associated with your account. Upon termination of your account, your

right to use the Service will immediately cease. All provisions of this
Agreement which, by their nature, should survive termination, shall

survive termination, including, without limitation, ownership

provisions, warranty disclaimers, and limitations of liability.

Miscellaneous

The failure of either party to exercise, in any respect, any right

provided for herein shall not be deemed a waiver of any further rights

hereunder. DeltaMath shall not be liable for any failure to perform its

obligations hereunder where such failure results from any cause

beyond DeltaMath's reasonable control. If any provision of this

Agreement is found to be unenforceable or invalid, that provision

shall be limited or eliminated to the minimum extent necessary so
that this Agreement shall otherwise remain in full force and effect

and enforceable. This Agreement is not assignable, transferable or

sublicensable by you except with DeltaMath's prior written consent.

DeltaMath may transfer, assign or delegate this Agreement and its

rights and obligations without restriction. This Agreement is

governed by and construed in accordance with the laws of the State

of New York without regard to the con�ict of laws provisions thereof.



To the extent any dispute arising from or relating to the subject

matter of this Agreement is permitted to be brought in a court of law,

such claim shall be subject to the exclusive jurisdiction of the state

and federal courts located in New York County, New York, and for all
purposes of this Agreement, you and DeltaMath consent to the

exclusive jurisdiction and venue of such courts. Unless and solely to

the extent that you or your Institution have a separate written

agreement with DeltaMath that governs your use of the Service (in

which case such agreement will control), we both agree that this

Agreement is the complete and exclusive statement of the mutual

understanding of the parties and supersedes and cancels all previous
written and oral agreements, communications and other

understandings relating to the subject matter of this Agreement, and

that the Agreement may not be modi�ed, except as otherwise

provided herein. This Agreement and any subsequent versions of this

Agreement posted to the Website will be deemed a writing signed by

both parties. No agency, partnership, joint venture, or employment is

created as a result of this Agreement and you do not have any
authority of any kind to bind DeltaMath in any respect whatsoever.
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Effective Date: November 14, 2020

DeltaMath (“we” or “DeltaMath”) is committed to protecting the

privacy of teachers and students. This Privacy Policy will explain (i)

what information DeltaMath collects from you and why we collect it,

(ii) how we use and share that information, and (iii) the choices you

have, including how to access, update and delete your information.

How we Collect and Use Information

Teacher Registration and Class Setup: We ask for certain information

when a teacher registers with DeltaMath. Teachers must provide a
school name and address where they currently teach and also their

full name and salutation. This information will be shown to students

when they register so they are con�dent they are registering for the

correct class. Teachers must also provide an email address and

password. The email and password are used for login purposes to

protect student data that only teachers have access to. The email

address may also be used to send infrequent updates about
DeltaMath. The teachers must also provide information about the

classes they are teaching. This allows the teacher to create

assignments on a per class basis and the students will select the

correct section from a dropdown box when they register for the class.
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Student Registration: Students may only sign up for a DeltaMath

account with a valid teacher code from a registered DeltaMath

teacher. The students are given the teacher code and the students are

responsible for creating their own account. Students must enter their
full name, email address, password and select the correct class

section when creating the account. The email addresses are used for a

unique login as well as password recovery initiated by the student. In

order to improve privacy, there is an option in the teacher "Tools" that

allows email addresses to not be used during registration. In this case,

the teacher could assign non personally identi�able usernames and

nicknames in order to increase student anonymity. The only users
that will be able to see the student personally identi�able information

are the teachers for whom the student has registered. The student's

teachers are not able to see their students' passwords, but the

teacher is able to reset the password of a student in the event that a

student has forgotten their password.

Assignment Data: The primary purpose of DeltaMath is for teachers

to put up assignments and for students to complete them. Teachers
will create assignments, specifying relevant math problems for

students to complete. Teachers have the opportunity to share their

assignments with all DeltaMath users, but the default is that all

assignments created are private. Students will complete the

assignments and data will be collected regarding student progress.

This data includes which problems where attempted, the time at

which each problem was attempted, the answers the student
submitted and whether they were correct, the duration the student

was working on each problem, whether each assignment was

completed on time and the completion percentage for each

assignment. Some problems have corresponding videos and data is

collected on whether the student watched the videos and for how

long. If the teacher decides to assign a "Test Correction" assignment,

the students are required to enter in their grade on the given test or

quiz and input which questions they got wrong in order for a
customized assignment to be made for the student. All of this data is

available to the student's teacher(s) in order to use the information

for student accountability purposes or to inform their instruction.



The information is also available to all future, past and concurrent

teachers added by the student in order for each teacher to

understand their students' strengths and weaknesses to the fullest

extent.

Automatically Collected Data: We automatically collect certain

technical usage information when you use the DeltaMath Services

(“Usage Data”). Usage Data includes the information that your web

browser or mobile application automatically sends to our servers

whenever you visit. The Usage Data collected in our logs may include

information such as your web request, Internet Protocol address,

operating system, browser type, browser language, referring / exit
pages and URLs, platform type, click history, domain names, landing

pages, pages viewed and the order of those pages, the amount of time

spent on particular pages, the date and time of your request, and

whether you opened an email. Typically, this information is collected

through log �les, web beacons, browser cookies, or other device

identi�ers that may uniquely identify your browser or device.

Teachers are able to see the IP addresses of their students for any
given problem solved in order to ensure that multiple accounts are

not signing in from the same computer possibly indicating one

student is signing into another student's account to complete work

under a false identity. In addition, the DeltaMath Services may use

third party analytics and bug tracking software (including, without

limitation, Google Analytics) to collect further Usage Data regarding

the online usage patterns of our users and bugs in our Services. We
may combine Usage Data with Personal Data in a manner that

enables us to trace Usage Data to an individual user. We do not

permit third party advertising networks or other third parties to

collect information about your browsing behavior from our website

for advertising purposes.

How we Share Your Information

DeltaMath does not sell or rent any of your, or your child’s, personal

information to any third party for any purpose - including for

advertising or marketing purposes. Targeted advertising is not



permitted on DeltaMath. We use the information we collect from you

to provide you with the best DeltaMath experience. More speci�cally,

this information is used to:

Provide and improve the Service, for example by developing
new products and features

Respond to your requests for information or customer support

Customize the Service for you, and improve your experience

with it

Send you information about new features and DeltaMath

products we believe you may be interested in

We use automatically collected information (described in the
“Automatically Collected Data” section above) to provide and support

our Service, and for the additional uses described in this section of

our Privacy Policy.

We do not share personal information with any third parties except in

the limited circumstances described in this Privacy Policy:

Service Providers: Targeted advertising is not permitted on

DeltaMath. We do work with vendors, service providers, and other
partners to help us provide the Service by performing tasks on our

behalf. We may need to share or provide information (including

personal information) to them to help them perform these business

functions, for example sending emails on our behalf, database

management services, database hosting, and security. Generally,

these service providers do not have the right to use your personal

information we share with them beyond what is necessary to assist
us. Additionally, these service providers must adhere to the same

standards of data privacy and security as those detailed herein,

particularly with regard to protected personal information.

Analytics Services: We use analytics services, including mobile

analytics software, to help us understand and improve how the

Service is being used. These services may collect, store and use

information in order to help us understand things like how often you

use the Service, the events that occur within the application, usage,
performance data, and from where the application was downloaded.



Aggregated Information and Non-Identifying Information: We may

share aggregated, non-personally identi�able information publicly,

including with users, partners or the press in order to, for example,

demonstrate how DeltaMath is used, spot industry trends, or to
provide marketing materials for DeltaMath. Any aggregated

information shared this way will not contain any personal

information.

Legal Requirements: We may disclose personal information if we

have a good faith belief that doing so is necessary to comply with the

law, such as complying with a subpoena or other legal process. We

may need to disclose personal information where, in good faith, we
think it is necessary to protect the rights, property, or safety of

DeltaMath, our employees, our community, or others, or to prevent

violations of our Terms of Service or other agreements. This includes,

without limitation, exchanging information with other companies and

organizations for fraud protection or responding to government

requests.

Sharing with DeltaMath Companies: Over time, DeltaMath may
grow and reorganize. We may share your personal information with

af�liates such as a parent company, subsidiaries, joint venture

partners or other companies that we control or that are under

common control with us, in which case we will require those

companies to agree to use your personal information in a way that is

consistent with this Privacy Policy.

Change of Control: If we sell, divest or transfer DeltaMath or a
portion of DeltaMath, we will not transfer Student personal

information without �rst giving you the ability to opt-out of the

transfer by deleting your account, unless the new owner intends to

maintain and provide the Service as a going concern, and provided

that the new owner has agreed to data privacy standards no less

stringent than our own. We may also transfer personal information –

under the same conditions – in the course of mergers, acquisitions,

bankruptcies, dissolutions, reorganizations, liquidations, similar
transactions or proceedings involving all or a portion of our business.



How we Store and Protect Your Information

Storage and Processing: Any information collected through the

Service is stored and processed in the United States. If you use our

Service outside of the United States, you consent to have your data

transferred to the United States.

Keeping Information Safe: DeltaMath maintains strict

administrative, technical and physical procedures to protect
information stored in our servers, which are located in the United

States. We use highly rated hosting providers with onsite 24-hour

security and teams of experts dedicated to monitoring network

security. Access to information is limited through user/password

credentials by the administrator of the website only. When you enter

any information anywhere on the Service, we encrypt the

transmission of that information using secure socket layer technology
(SSL/TLS) by default. We ensure passwords are stored and

transferred securely using encryption, salted hashing and key

stretching to prevent brute force password cracking.

Although we make concerted good faith efforts to maintain the

security of personal information, and we work hard to ensure the

integrity and security of our systems, no practices are 100% immune,

and we can’t guarantee the security of information. Outages, attacks,

human error, system failure, unauthorized use or other factors may
compromise the security of user information at any time. If we learn

of a security breach, we will attempt to notify you electronically

(subject to any applicable laws) so that you can take appropriate

protective steps; for example, we may post a notice on our homepage

(www.deltamath.com) or elsewhere on the Service, and may send an

email to you at the email address you have provided to us.

How to Update or Delete Your Information

Account Information and Settings: Schools and students may update

account information, such as email, password and name, by signing

into their account and clicking "Tools". Schools and other website



users can opt-out of receiving promotional email from us by clicking

on the "unsubscribe" feature at the bottom of each any email sent to

them. Teachers may change a password or alter a name of any student

account who has added the teacher code of that teacher to their
student account.

If you have any questions about reviewing or modifying account

information, contact us directly at support@deltamath.com.

Deleting Your Account and Information: If you would like to delete

your account and information from the site, please contact

support@deltamath.com and your request will be honored within a

reasonable amount of time. The request should be made from the
email address associated with the account to ensure it is a legitimate

request. If you are a student or a parent of a student of an active

School account, the request must be made by the School as an

intermediary in order to give the School ample chance to download

information from the site that may be used for legitimate educational

purposes. We may maintain anonymized, aggregated data, including

usage data, for analytics purposes.

Children's Privacy

DeltaMath does not knowingly collect any information from children

under the age of 13 unless and until the School has obtained

appropriate parental consent for the student to use the Service.
Because DeltaMath collects and uses Student Data at the direction of

and under the control of a School, DeltaMath relies on each School to

provide appropriate notice to parents of the School's use of third

party service providers such as DeltaMath, and for the Schools to

provide consent, if necessary, and authorization for DeltaMath to

collect Student Data, as permitted by the Children's Online Privacy

Protection Act (COPPA). Please contact us at
support@deltamath.com if you believe we have inadvertently

collected personal information of a child under 13 without proper

consent so that we may delete such data as soon as possible.



Changes and Updates

This Privacy Policy may be revised periodically and this will be

re�ected in the “Effective Date” at the top of this page. Your

continued use of the DeltaMath Services following such update

constitutes your agreement to the revised Privacy Policy.
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